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(57)Abstract 

PROBLEM TO BE SOLVED: To select a key encryption and 
decoding depending on an image by dividing a quantized image into 
pluralities of blocks for each prescribed frequency region, using a 
reference key of the encryption key to generate pluralities of 
hierarchical encryption keys, using a quantization means to generate 
divided blocks and encrypting the blocks through the use of an 
encryption key of a prescribed hierarchical level. 
SOLUTION: An encryption management means 5 generates a 
reference key based on a random number, a key hierarchical 
pressing means 6 converts the reference key to generate 
encryption keys to be set to each of encryption processing means 4 
(1-n). In a key series, a low-order key is easily generated from a 
high-order key and estimate cf the high-order key from the low- 
order key is quantitatively difficult An orthogonal transform means 
2 transforms the key into a spatial frequency component, a 
quantization means 3 quantizes the component divided into a 
predetermined spatial frequency area block, encryption is conducted 
by an encryption processing means 4 corresponding to respective 
blocks, and image information is sent to an image decoder via an 
image transmission means 8 and a network 9. 
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